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Abstract

With the rapid growth of online financial transactions and the increasing sophistication of fraudulent
behaviors, credit card fraud detection has become a critical operational challenge for banks and financial
institutions. Conventional rule-based and statistical approaches often fail to capture complex, evolving patterns
and typically degrade under severe class imbalance. This study presents a comprehensive machine-learning
framework for detecting and predicting fraudulent credit card transactions under imbalanced data conditions. A
well-known fraud detection dataset from Kaggle was preprocessed through data cleaning, normalization, and class
balancing. Four baseline algorithms—Logistic Regression, Decision Tree, Random Forest, and Support Vector
Machine—were trained and evaluated using accuracy, recall, Fl-score, F2-score, ROC AUC, and PR AUC. To
enhance fraud detection performance, complementary techniques were incorporated, including class weighting,
F2-driven decision-threshold adjustment, and hyperparameter optimization. Experimental results indicate that
Random Forest provides the most reliable overall performance, particularly on recall-oriented measures that are
essential for reducing false negatives in fraud detection. For practical adoption, two application programming
interfaces were implemented using Flask and FastAPI, and a graphical user interface was developed with Gradio
to support real-time prediction. Beyond delivering an accurate detection model, this work provides an operational
framework for deploying the proposed system within the banking infrastructure of Iran, contributing to improved

transaction security and reduced financial losses.
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4 Receiver Operating Characteristic — Area Under Curve (ROC AUC)
3 Precision—Recall Area Under Curve (PR AUC)

¢ False Negative (FN)

" Logistic Regression

8 Classification
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! Support Vector Machine (SVM)
2 Synthetic Minority Oversampling Technique (SMOTE)
3 Application Programming Interface (API)
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8 Overfitting
° Random Forest
1 Ensemble Learning

! Sigmoid Function

2 Feature

3 Class-Weighted Version
4 Decision Tree

> Node

¢ Branch

7 Leaf (Leaves)
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® Radial Basis Function (RBF) Kernel
7 Platt Scaling

! Class-Weighted Version

2 SMOTE-Train

3 RandomizedSearchCV

4 Decision Boundary (Hyperplane)
5 Kernel Functions
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3 Multilayer Perceptron (MLP)

! CART — Classification and Regression Tree
2 Interval Neutrosophic Logic
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! Sparkov Data Generation Tool
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! Flask Framework

2 Flask Framework

3 JavaScript Object Notation (JSON)
4 Real-time Response
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4 Graph Neural Networks (GNNs)
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