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ABSTRACT

This research examines the mechanisms for tracking specific users with basic phones through access
to contact lists in smart systems. Despite the communication benefits of modern technologies, their
vulnerabilities threaten privacy and national security. In the tracking mechanism, access to contacts
creates a comprehensive communication network that, by integrating location data (GPS/Wi-Fi) and
user activity, enables the construction of behavioral profiles. Aggregating contact data with online
behavior produces a unified identifier called a super ID, which can even track inactive users. The
contact list, as the fundamental cell of communication networks, is the primary vulnerable point for
unauthorized tracking. For example, Google Maps, by accessing contact lists, calculates and constructs
the social graph and shadow profiles of specific contacts and non-users within the contact list.
Integration with Google services (Gmail, Calendar, etc.) then enhances the accuracy of cross-platform
identifiers. According to a scientific study, indirect tracking of a non-user phone number stored in more
than three active smartphones is possible with 72% accuracy. Addressing this crisis requires redesigning
system architectures and establishing preventive regulations at national and international levels.
Designing native or privacy-centric operating systems with zero-access architecture to contacts can
reduce data leakage by up to 95%. General and specialized training on access deception, mandating

minimal data sharing, and using virtual numbers can significantly enhance mobile data security.
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% Recurrent Movement Patterns
10 Focal Points

! Super ID

12 Cross-Device Tracking
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